
Missing Critical Checking in the Packet Buffering Mechanism of OVS 

Description: OVS with the version less than 2.7 supports a “packet buffering” 

mechanism following the OpenFlow protocol. We find there lacks a critical checking for 

buffered packets in switches. When an SDN controller installs a flow-mod message to 

OVS, OVS will install a flow rule and meanwhile release a previously buffered packet 

according to the buffer_id in the flow-mod message. The released buffered packet will be 

processed and forwarded according to the actions in the flow-mod message. However, 

we found that OVS do not check whether the buffered packet matches the newly installed 

flow rules in SDN switches. Instead, OVS directly forwards the buffered packet 

according to the actions in the flow rule no matter whether the buffered packet 

matches the match fields. 

Verification: The easiest way to verify the missing check of OVS can be conducted as 

follows: 

1) Build Mininet environment 

2) Run an SDN Controller in Mininet, such as RYU 

3) Run OVS (version < 2.7) in Mininet 

4) Let a host in Mininet sends a new packet. After that, OVS will generate a packet-in 

message to the controller. (Here, ensure that the table-miss rule in OVS will allow 

OVS to buffer packets. For example, if you use simple_switch_13.py in RYU, please 

remove the ofproto.OFPCML_NO_BUFFER in the source file) 

5) Let an SDN APP such as Simple Switch send a customized flow-mod message to 

install flow rules in switches. Here, ensure that match fields in the message do not 

match the packet headers and set action as output_to_some_port, such as port 2. 

Moreover, set the buffer ID in the flow-mod message same to the buffer ID in the 

packet-in message. 

6) What we expect is that the packet should be dropped since the flow rules do not 

match the packet. However, we will see that the packet is forwarded to switch port 2.  

Affected OVS Versions: Although we verified the missing check on OVS 2.5.4, it is 

likely that all OVS versions smaller than 2.7 lack the missing check.  

An Exploitation Example: Figure 1 shows an exploitation example on the missing 

check. A new flow with an IP address of 10.0.0.2 matches no flow rules in SDN switches. 

Thus, the first packet of the new flow is buffered in the switch. Suppose that the switch 

assigns 2 as the buffer ID of the packet. After that, a packet-in message containing the 

packet headers of 10.0.0.2 and a buffer ID of 2 is reported from the switch to the 

controller. Normally, APP 4 will send a flow-mod message to install flow rules for the new 

flow. The flow-mod contains match fields of 10.0.0.2, a buffer ID of 2, and an action of 

output_port_2. Consequently, all packets of the new flow will be forwarded to the switch 

port 2.  



 

Figure 1 

However, if APP 3 maliciously sends a flow-mod message containing match fields of 

1.1.1.1, a buffer ID of 2, and an action of output_port_1, the first packet of the new flow 

10.0.0.2, i.e., the buffered packet, will be released and forwarded to the switch port 1. 

Here, although APP 3 does not generate flow rules to directly match the new flow  

10.0.0.2, the forwarding behavior of the first packet of the flow can be stealthily 

manipulated by APP 3. We also note that the first packet of a TCP flow is a handshake 

packet. Thus, APP 3 can set actions as drop to implicitly disrupt TCP handshake without 

explicitly installing malicious flow rules. 

 

 

 

 

 

 

 


